EE4017 Internet Finance

Laboratory 6 — Cryptocurrency Network

1. Overview

The purpose of this laboratory assignment is to familiarize with PyCharm as an
integrated development environment (IDE) to develop python applications. The
assignment utilizes PyCharm to build a simple python Blockchain application and
provide some APIs to interact with it. This application can be duplicated and

interconnected to form a cryptocurrency network.

2. Objective

The students are expected to be familiar with PyCharm and Python as a development
tool. Also, they are expected to be familiar with the properties of the cryptocurrency
network.

There are two checkpoints:
- Start three clients in the same machine with different ports and register each of
them respectively.

- Mine a new block and broadcast it to other nodes

3. Environment and tools

This assignment is implemented using Python3.

All required packages listed below has been pre-installed:
- Python 3.6.8

- CcURL

- PyCharm IDE 2018.3.7 (Community Edition)

4. Import python modules

Import the following modules at the beginning of your python application:
import Crypto

import Crypto.Random

from Crypto.PublicKey import RSA

from Crypto.Signature import PKCS1_v1 5

from Crypto.Hash import SHA

import binascii

import json

import requests



from flask import Flask, jsonify, request

from urllib.parse import urlparse

5. Initializing Flask framework and the client

Flask is a lightweight web application framework for Python. We can use it to build
APIs to interact with the blockchain client through http requests. To begin creating the
Flask object, his line is needed after modules import.

app = Flask(_name_ )

Then, we can write the main method. In the main method, we need to initialize the
wallet, the blockchain and run the Flask object.

if_ _name__ == '_main_"':
myWallet = Wallet()
blockchain = Blockchain()
port = 5000

app.run(host="'127.0.0.1"', port=port)
6. Develop APIs using Flask framework
The first APl we need is adding transactions to the transaction pool. The Transaction
class is from the last tutorial. Note that Flask uses the @app.route() decorator to
define an API. Note that all APl return messages in JSON file format and a number
behind it. That number is the HTTP status code.
@app.route('/new_transaction', methods=[ 'POST'])
def new_transaction():
values = request.form
required = ['recipient_address', 'amount']
# Check that the required fields are in the POST data
if not all(k in values for k in required):
return 'Missing values', 400
transaction = Transaction(myWallet.identity,
values[ 'recipient_address'], values['amount'])
transaction.add_signature(myWallet.sign_transaction(transaction))
transaction_result = blockchain.add_new_transaction(transaction)
if transaction_result:
response = {'message': 'Transaction will be added to Block '}
return jsonify(response), 201
else:
response = {'message': 'Invalid Transaction!'}

return jsonify(response), 406



All Flask APl must be placed outside of all classes and the main method!!!
The API to get the transaction pool:
@app.route('/get_transactions', methods=["'GET'])
def get_transactions():
# Get transactions from transactions pool
transactions = blockchain.unconfirmed_transactions
response = {'transactions': transactions}
return jsonify(response), 200
Now we need to handle the chain. The first one returns the last 10 blocks only, while
the second API returns the whole blockchain. The reason is, transferring the whole
chain is time consuming especially when the size of chain is long. For example, the
blockchain of Bitcoin takes 234GB, transferring it on the internet is difficult and
resource consuming. Sometimes, we just need the last few blocks to confirm our
transactions.
@app.route('/chain', methods=["'GET'])
def part_chain():
response = {
‘chain': blockchain.chain[-10:],
‘length': len(blockchain.chain),
}
return jsonify(response), 200
@app.route('/fullchain', methods=[ "GET'])
def full chain():
response = {
"chain': json.dumps(blockchain.chain),
"length': len(blockchain.chain),
}
return jsonify(response), 200
Now, we can write a method to register other nodes. First, we need to store the IP
addresses of other nodes in the cryptocurrency network. A set in Python is an

unordered collection of unique elements. We can modify the Blockchain class and add

an empty set named ‘nodes’ to store these IP addresses.
class Blockchain:
difficulty = 2

nodes = set()



We need to provide an APl to access these IP addresses for other nodes. This is
crucial for the network formation.
@app.route('/get_nodes', methods=["'GET'])
def get_nodes():
nodes = list(blockchain.nodes)
response = {'nodes': nodes}

return jsonify(response), 200

Then, we can create a method to register the new node inside Blockchain class.
def register_node(self, node_url):
# Checking node_url has valid format
parsed_url = urlparse(node_url)
if parsed_url.netloc:
self.nodes.add(parsed_url.netloc)
elif parsed_url.path:
# Accepts an URL without scheme like '192.168.0.5:5000'.
self.nodes.add(parsed_url.path)
else:
raise ValueError('Invalid URL")
Finally, the API to register new node. This is much more complicated because we need
to propagate the IP address of all nodes. The diagram below shows the steps we need
to make to connect Node D to the cryptocurrency network. At the beginning, Node A
and C are connected to Node B. Therefore, we can use the API ‘/get_nodes’ to obtain
the IP addresses of Node A and Node C from Node B. In fact, Node A, B and C should
have the same sets of IP addresses. After this API call, all nodes should add the IP

address of this new node to their list.
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To achieve such a design, we need to handle 2 types of requests. The first one retrieves
the nodes list from the given IP and add them to the local list. The second one is used
to notify A and C that D has added their IP so that they can add D.



Type A Type B

HTTP Header HTTP Header
node:127.0.0.1:5000 com_port:5001
Register new node with Register new node using
provided IP address and source IP address of this request
retrieve IP list from it and the provided com_port

@app.route('/register_node', methods=[ "POST'])
def register_node():

values = request.form

node = values.get('node")

com_port = values.get('com_port")

# handle type B request

if com_port is not None:

w,n
.

blockchain.register_node(request.remote_addr + + com_port)
return "ok", 200
# handle type A request
if node is None and com_port is None:
return "Error: Please supply a valid nodes", 400
blockchain.register_node(node)
# retrieve nodes list
node_list = requests.get('http://' + node + '/get_nodes')
if node_list.status_code == 200:
node_list = node_list.json()['nodes’]
for node in node_list:
blockchain.register_node(node)
for new_nodes in blockchain.nodes:
# sending type B request
requests.post('http://' + new_nodes + '/register_node’,
data={"'com_port': str(port)})
# check if our chain is authoritative from other nodes
replaced = blockchain.consensus()
if replaced:
response = {
‘message’: 'Longer authoritative chain found from peers,
replacing ours',

"total_nodes': [node for node in blockchain.nodes]



}

else:
response = {

'message’': 'New nodes have been added, but our chain is

authoritative',

Note that the above APl is a method called ‘consensus’ from the_Blockchain class.
Since a cryptocurrency network is decentralized, no entity can define rules. Therefore,
all clients in a blockchain network must have a consensus on the rules before
deployment. These consensus rules must be hard coded into the client. Consensus is
important in a cryptocurrency network because it has economic value, which could
bring potential conflict of interest. In this tutorial, we use proof-of-work as consensus

algorithm, but we still need some more rules to solve conflict when there are multiple

'total nodes': [node for node in blockchain.nodes]

}

return jsonify(response), 201

blocks in the network. They are:

Broadcast a new block to the network once found
Longest chain is authoritative
def consensus(self):
neighbours = self.nodes
new_chain = None
# We're only looking for chains longer than ours
max_length = len(self.chain)
# Grab and verify the chains from all the nodes in our network
for node in neighbours:
response = requests.get('http://"' + node + '/fullchain')
if response.status_code == 200:
length = response.json()['length']
chain = response.json()['chain’']
# Check if the length is longer and the chain is valid
if length > max_length and self.valid chain(chain):
max_length = length
new_chain = chain
# Replace our chain if longer chain is found
if new_chain:
self.chain = json.loads(new_chain)
return True

return False



In a cryptocurrency network, we might receive a full of copy of the chain from other
nodes. We should validate this chain before replacing it with ours. The above code is

called ‘valid_chain’ method from Blockchain class. This method looks like this:

def valid_chain(self, chain):
# check if a blockchain is valid
current_index = ©
chain = json.loads(chain)
while current_index < len(chain):
block = json.loads(chain[current_index])
current_block = Block(block['index'],
block[ "transactions'],
block['timestamp'],
block[ 'previous_hash'],
block[ "hash'],
block[ 'nonce'])
if current_index + 1 < len(chain):
if current_block.compute hash() !=
json.loads(chain[current_index + 1])['previous_hash']:
return False
if isinstance(current_block.transactions, list):
for transaction in current_block.transactions:
transaction = json.loads(transaction)
# skip Block reward because it does not have signature
if transaction['sender'] == 'Block_Reward':
continue
current_transaction = Transaction(transaction['sender'],
transaction[ 'recipient'],
transaction['value'],
transaction[ 'signature'])
# validate digital signature of each transaction
if not
current_transaction.verify transaction_signature():
return False
if not self.is_valid_proof(current_block, block['hash']):
return False
current_index += 1

return True



A consensus APl is needed for other nodes to notify us that a new block is formed and
should have initialized a synchronization process.
@app.route('/consensus', methods=["'GET'])
def consensus():
replaced = blockchain.consensus()
if replaced:
response = {
‘message’: 'Our chain was replaced’,
}
else:
response = {
‘message’: 'Our chain is authoritative',
}
return jsonify(response), 200
Finally, we can create a mining API:
@app.route('/mine', methods=["'GET'])
def mine():
newblock = blockchain.mine(myWallet)
for node in blockchain.nodes:
requests.get('http://"' + node + '/consensus')
response = {
"index': newblock.index,
"transactions': newblock.transactions,
"timestamp': newblock.timestamp,
"'nonce’: newblock.nonce,
'hash': newblock.hash,
"previous_hash': newblock.previous_hash

}

return jsonify(response), 200

A simple Cryptocurrency client has been built!



The structure of the whole application should look like this. Note that the details of
classes and functions have been shortened.

7. Test APIs with cURL

Before playing with the APIs, you need to duplicate the application and_change the
port numbers to emulate multiple nodes in the same machine. The above example
uses port 5000, you can use port 5001 and port 5002 as your second and third clients.

After running three clients, you should see their file name in the ‘Run’ tab such as

below:

udera/PycharmProjects/Tutorial/T4.py

. Do not use it in a production deployment.




‘curl” is used in command lines or scripts to transfer data to a URL address. We can use
it to test our APIs in the terminal. Pycharm provides a terminal access in the bottom

of the development interface.

Terminal: L +
vl [clouder 1 art Tutoriall$ I

™ Terminal oP

Command:
curl -d "node=127.0.0.1:5000" -X POST http://127.0.0.1:5001/register node

This command tells 127.0.0.1:5001 to register 127.0.0.1:5000 as a node.

venv) [cloudera@uickstart Tutoriall$

Command:

curl -d "node=127.0.0.1:5001" -X POST http://127.0.0.1:5002/register node
This command tells 127.0.0.1:5002 to register 127.0.0.1:5001 as a node. During the
register process, 127.0.0.1:5001 responds the IP list which contains 127.0.0.1:5000.

Now, the three nodes have registered each other. You can use the browser to get the

full chain as below. Note that they are two different chains.

Mozilla Firefox

http://127.0....00/fullchain x | dp
& 127.0.0.1:5000/fullchain El|c search w B + » =

{"chain" " [\ (WA "index W\ B, \\\"transactionsihh":s WA sender\ VAL AW "Block Reward\\ A\,
MW reciplenth V"

VWAL "30819F300d06092286488670d010101050003818d0030818902818100c565 T8269475497 cdf52b6299b0d35a287b541eaf77chsb
7d27e702fcc631d279alc6c159bd1da57Tbe22ed254cdac f3e2bbe2de71440F2T54d9c3202d467ab754312b5886ad8875cd0c 3 ce 234022056
9c732545544a2404eFaba133015033bchel eedec3cf5282cf5al6F393790efha7 fedzbde76ch63e6a91ehd0ce35ad FO203010001
SRR, ETe AT T VTS BV, WA T signature\ VAT nul TG, A "timestamph iyt
VAV "08/13/2019, 87:26:44\\\", \\\"previous hash\\\": VW\\"O\\\", \\\"hashy\\"
\\\"6ad829bcA531ae697F5cch1ebhd3ac3864bb2eb8a0B344c 133 F4fd0B3ebabBd7\\\ ", \\\"nonce\\\": B}\"1", "length":1}

127.0.0.1:5001/fullchain E1| ¢ Search W @& 35 » =

{"chain® " [\ (WA "indexh A" B, \\\"Transactionsiih":s WA sender\ VWAL AW "Block Reward\\ ALY,
MW recipienth V"

VWAL "30819F300d060922864886F70d010101050003818d00305189028181008b46aea30a624840d1973160b7ededdd278320a81818aee
340b832e8d781bal07hc0550468c5F f826200e6d6b6cd7d2ddb102267a185b014a0b5 27286760 F281b5630a8455420h8518ceae?2F20b83c
0200dbfhAcob415he369heat199b9613ae101a347 C17eC71T9ce3891315369074ae fabd600155bc 1de F261h40h40 050203010001
AR, A ETUe AT T VA TS BV, WA signature\ VAT nul T, WA " timestamph iyt
VW "08/13/2019, 87:26:45\\\", \\\"previous hash\\\": YV\\"@\\\", \\\"hashy\\"

\\\ "ad59cd7bca f50b288d92f c40T9d37a58aF39bach33baccds8258ab7216¢8228a\\\ ", \\\"nonce\\\": 81\"1", "length":1}
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Now, try to call ‘mine’ APl in a client and refresh both ‘fullchain’ page. Both are
synchronized and display the same copy of blockchain.

Mozilla Firefox

http:/f127.0....00/fullchain x | http://127.0.0.1:5000/mine x =

€ 127.0.0.1:5¢ chain E1 ¢ Search Ex =] 35y » =

{"chain":"[\"{\\\"index\\\": @, \\\"transactions\Wh": \WA{AVAAARL " sender\ WAL AN "BLock Reward\ WAL,
AR Trecipienth AN

WAL "30819F300406092a86488670d0010101050003818400308189028181008e8¢5bcccbb6B6705d2b4T6CB81ace3c678TBCT1316ce
T7ee6fafcaca7onedcabedfcOb3e1b36358306a872aa6196T630213601a4e1c903Tc0ebaldbata736dfansalbesfas338cf23584fecdcf19d
d34debbbl1338a66dbed2dablc08a53eb2a3193cBe090ef31e3h6b05TdBe588b7 f2cb69462be262 b4934124504bc7430203010001
ARERRRL T VAR VATHe LD AR5 OV, WA T signatured WS LIV, W\ "timestamph\\ "
\AL"BB/13/2019, 86:56:20\4\", \\\"previous hash\iy": YWA"B\Y\", W4\ "hashi\\":

W\ "c25193e39fe6a930e3392007d01c 1694 2a46eb6T54efBdET34edefcdbILI32NN", AW\ "nonce\\\ " OV, A"\ " Index\\\ "
1, WWyrtransactions\ih s DWW sendert VWAL W " BLock Reward \ WYY, VWY reciplent i
WYY, "30819F300406092a864886T70d0010101050003818d00308189028181008e8¢5bcccbb0606705d2b4T6cB81aee3c678TBCT1316ce
77ee6f9fcaca7ffedcObcdfcAb3elb36358306a82aa6196f63021360Fadelc983fchebaldbata736dfaddalbaBfaB338cf23584fecdcf19d
d34debbbl338a66dbed2dablcB8a53eb2a3193c8e090eT31e3fhoba5TdBe588b7 f2ch69462be262Th49341a4504bc 7430203010001
AVERRRL VAR VALHE R T AR S OO, WA signature\ W T nulL VAT, W " timestamphan
WAL "B8/13/2019, 87:13:28\\\", \\\"previous hash\\\":

W\ "c25193e39fe62930e33920b07d01c 16941 2ad6eb6T54ef6d67TIdedefcdbILFIZV\N", \W\ "hashi\\ "
\\\"08d45e54a5310a0e41de9d21bead7802ecd3f4a2banlede23c76cc87d41bc 487\ ", \\\ "nonce\\\": 94}y"]1", "length":2}

127.0.0.1:5001/fullchain E1 ¢ Search Ex =] 3y » =

{"chain™: " [V {\\ "index\\\ " 0, AN\ "Eransactions\A"E ANV "sendery WAL T AN "BLock Reward\ WV,
M reciplenti i

WAL "30819F3000060923864886770d0010101050003818400308189028181008e8¢5bccc6bo606705d2baf6cB81aee3c678TBCT1316Ce
77ee670fcaca7OfedcIbedfcOb3e1b36358306a812aa6196763021360Tadelc903fcOebalabatar36dfabdalbasfas33scf23584fecdcf19d
d34debbbl338a66dbed2dablc08a53eb2a3193c8e090ef31e3fb6b05TdBe588b7T2ch69462be262F49341a4504bc7430203010001
AVERRRL, AR WATHE VRV T VRS O, AR " signature\ WAL aulLIALY, A\ "timestamp\ iy
\\\"08/13/2019, @6:56:20\\\", \\\"previous hash\\\": \\\"8\\\", \\\"hash\\\":

V) "c25193e39fe6a930e3392b07d01c1694 f2ad6ebbf54efGd67T34edefcdb3ITI2ANN", W\ "nonced\ " BN, V"W "index\\\":
1, WWhUtransactions\ W' IV DA senderh VAT WY "BLock Reward\ WA, VWAL Treciplent il
WAL "30819F30000609238648867700010101050003818d00308189028181008e8¢5bccc6bo6B6705d2baf6cB881aee3c678eTBCT1316ce
77ee6f0fcaca70fedcIbcdfcOb3elb36358306a812aa6196T63021360Tadelcd03fclebaldbafay3i6dfal4albasfad338c 23584 fecdcf19d
d34debbbl338a66dbed2dablcB8a53eb2a3193c8e090ef31e3fb6b05Td8e588b7T2ch69462be262fb4934124504bc7430203010001
AV, U "value AR TS VRSOV, WA sTgnature\ Ve nulTIVANTT, W times tamp
VWA "B8/13/2019, B7:13:28\4\", \\\"previous_hashy\\":

W\ "c25193e39fe6a930e3392b07d01c1694f2ad6ebbfo4efode7fI4edefcdb3IFI20N", W\ "hashi\y":

W\ "00d45e54a5310a0e41de9d21bead7802ecd3f4a2ba01lede23c76ccB7d41bada8T N\ ", W\ "nonce\y\ "t 941\ "]", "length":2}

To submit a transaction to the node you can use the following command:

curl -d "recipient_address=$wallet_public_key&amount=5" -X POST
http://127.0.0.1:5002/new_transaction

Note: You need to replace Swallet_public_key with an actual wallet public key. Then

you need to perform mining operations to write this transaction to the block.

Checkpoint:
- Start three clients in the same machine with different ports and register each of

them respectively.
- Submit a transaction and mine a new block.

- Synchronize the blockchain for all clients.

What to submit to CANVAS?

1) Your complete python program
2) Screen shots to show the functioning of the above checkpoint.

Please save your project for the next tutorial and the mini project!!!
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