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Course Structure

Week 1: Security Fundamental

Week 2: Classical Cryptography

Week 3: Number Theory & 

Week 4: DES

Week 5: Secret-key Cryptography

Week 6: Public-key Cryptography 

Week 7: Quiz 1

Week 8: Hashing, Digital Signature, PKI 

Week 9: SSL/TLS, Web Security

Week 10: Wi-Fi & P2P Security

Week 11: Cloud Computing Security

Week 11: Quiz 2

Week 12: Smart-card Security

Week 13: Blockchain Security, Secure-code, Trusted Hardware, Review 2
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CIA Model

• Some people consider “security” from the perspective of confidentiality, 
integrity and availability
• Encryption (symmetric key and asymmetric key cryptosystems) provides tools for 

confidentiality

• How about integrity?

4



Why Integrity?

• Computer files could easily be modified
• Anyone with Microsoft Office could modify your Office documents

• Even PDF file could be modified

• How could we verify that a document (e.g. with 100 pages) was not 
modified unexpectedly?
• Eye-ball checking could be error prone and time consuming

• Use data integrity tool (e.g. hashing)
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Characteristics of Hashing

• Hash value serves as a 
fingerprint for a file

• Under a given algorithm, the 
length of the hash value is 
constant (but different hash 
algorithms might have different 
lengths) 

• No matter whether the file is 
large or small
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Hash Algorithms

• Common Hash Algorithms 
• MD5 (128 bits) 
• RIPEMD-160 (160 bits) 
• SHA-1 (160 bits) 
• SHA-256, SHA-384, and SHA-512 (longer versions of SHA-1, with slightly different 

designs)
• …

• In Linux, tools such as md5sum, sha1sum, etc are available for use

• In Windows, can use the tool HashCalc
• http://www.slavasoft.com/hashcalc/

• Online hash generator
• http://quickhash.com/
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Some Practical Uses

• Some vendors might give hash values for the files that can be 
downloaded
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Some Practical Uses

• Some developers might store the hash value of a password in the 
database instead of storing the plaintext value
• Drawbacks

• If user A and user B chose the same password, the hash value will be identical and the 
administrators can infer that the passwords of user A and user B are the same

• Solution: use “salt”

• c.f. what are the problems of using encryption?
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Checking Integrity

• By comparison
• File verification: calculate the hash of your download file and compare the value 

with vendor’s given hash value

• Password checking: comparison the hash of your input password with the value 
stored in the database
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Requirements of Hash One-way Functions
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Hash Functions
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Message Digest 5 (MD5)

• The algorithm is described in RFC 1321 (considered broken)

• Output length = 128 bits
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MD5 Example

• Only transmit the hash 
value

• Smaller size
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Operation for 512-
bit Blocks

• Initial values:
• A: 01 23 45 67
• B: 89 ab cd ef
• C: fe dc ba 98
• D: 76 54 32 10

• T is a table constructed from sine 
function

• 4 functions
• F(X,Y,Z) = XY v not(X) Z
• G(X,Y,Z) = XZ v Y not(Z)
• H(X,Y,Z) = X xor Y xor Z
• I(X,Y,Z) = Y xor (X v not(Z))
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MD - Merkle–Damgård construction in 1979

• a method of building collision-resistant cryptographic hash functions from 
collision-resistant one-way compression functions. This construction was used in 
the design of many popular hash algorithms such as MD5, SHA1 and SHA2.
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Source Code

• Pseudo code for the step operation was given in RFC 1321

• Source code in C can be found at
• http://people.csail.mit.edu/rivest/Md5.c
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MD5 source code
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Hash Functions

• A hash function H accepts a variable-length block of data M as 
input and produces a fixed-size hash value 
• h = H(M)

• Principal object is data integrity

• Cryptographic hash function
• An algorithm for which it is computationally infeasible to find either: 

(a) a data object that maps to a pre-specified hash result (the one-way property) 

(b) two data objects that map to the same hash 

result (the collision-free property)







Other Hash Function Uses

Commonly used to create a 
one-way password file

When a user enters a 
password, the hash of 

that password is 
compared to the stored 

hash value for 
verification

This approach to 
password protection is 
used by most operating 

systems 

Can be used for intrusion 
and virus detection

Store H(F) for each file on 
a system and secure the 

hash values

One can later determine 
if a file has been modified 

by recomputing H(F) 

An intruder would need 
to change F without 

changing H(F)

Can be used to construct a 
pseudorandom function 

(PRF) or a pseudorandom 
number generator (PRNG)

A common application 
for a hash-based PRF is 

for the generation of 
symmetric keys



Two Simple Hash Functions

• Consider two simple insecure hash functions that operate using the 
following general principles:
• The input is viewed as a sequence of n-bit blocks

• The input is processed one block at a time in an iterative fashion to produce 
an n-bit hash function

• Bit-by-bit exclusive-OR (XOR) of every block
• Ci = bi1 xor bi2 xor . . . xor bim
• Produces a simple parity for each bit position and is known as a longitudinal 

redundancy check

• Reasonably effective for random data as a data integrity check

• Perform a one-bit circular shift on the hash value after each block is 
processed
• Has the effect of randomizing the input more completely and overcoming 

any regularities that appear in the input



Two 
Simple 
Hash 

Functions



Attacks on Hash Functions

• Does not depend on the 
specific algorithm, only 
depends on bit length

• In the case of a hash function, 
attack depends only on the bit 
length of the hash value

• Method is to pick values at 
random and try each one until 
a collision occurs

• An attack based on 
weaknesses in a particular 
cryptographic algorithm

• Seek to exploit some property 
of the algorithm to perform 
some attack other than an 
exhaustive search
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Secure Hash Algorithm (SHA)

• SHA was originally designed by the National Institute of Standards 
and Technology (NIST) and published as a federal information 
processing standard (FIPS 180) in 1993

• Was revised in 1995 as SHA-1

• Based on the hash function MD4 and its design closely models 
MD4

• Produces 160-bit hash values 

• In 2002 NIST produced a revised version of the standard that 
defined three new versions of SHA with hash value lengths of 256, 
384, and 512
• Collectively known as SHA-2



SHA family

• A family of cryptographic hash functions published by NIST
• SHA-1: 160-bit hash function 

• designed by NSA

• weaknesses were discovered but not yet considered broken

• no longer approved for most cryptographic uses after 2010 in US government

• SHA-2
• Designed by NSA

• SHA-256 : uses 32-bit words

• A variant of truncated version known as SHA-224

• SHA-512 : uses 64-bit words

• A variant of truncated version known as SHA-384

• SHA-3
• Same hash length as SHA-2 but not designed by NSA
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Various parameters for SHA
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SHA-2

• SHA-2 (Secure Hash Algorithm 2) 
is a set of cryptographic hash 
functions designed by the 
United States National Security 
Agency (NSA).
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Block Diagram of SHA-512 (SHA-2)
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Hash Buffers

• A 512-bit buffer is used to hold intermediate and final results of the 
hash function

• The buffer can be represented as eight 64-bit registers 
(𝑎, 𝑏, 𝑐, 𝑑, 𝑒, 𝑓, 𝑔, ℎ)

• Message in 1024-bit (128-word) blocks will be processed in 80 rounds
• Each round takes as input the 512-bit buffer value, 𝑎𝑏𝑐𝑑𝑒𝑓𝑔ℎ, and updates 

the contents of the buffer
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SHA-2 Compression
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Default Test Vectors

• For example, hash value of empty strings, and other default values for 
testing.
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Source code of SHA-256

• The C source code for SHA-256 and SHA-512 can be found at 
• http://www.opensource.apple.com/source/OpenSSL098/OpenSSL098-

35/src/crypto/sha/sha256.c

• http://www.opensource.apple.com/source/OpenSSL098/OpenSSL098-
35/src/crypto/sha/sha512.c
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SHA Comparison

39



Note:  All sizes are measured in bits.

Simplified Comparison of SHA Parameters



SHA-3 - Keccak

SHA-1 has not yet been "broken”

• No one has demonstrated a technique for 
producing collisions in a practical amount 
of time

• Considered to be insecure and has been 
phased out for SHA-2

SHA-2 shares the same structure and 
mathematical operations as its 
predecessors so this is a cause for 
concern

• Because it will take years to find a 
suitable replacement for SHA-2 
should it become vulnerable, NIST 
decided to begin the process of 
developing a new hash standard

NIST announced in 2007 a competition 
for the SHA-3 next generation NIST 
hash function

• Winning design was announced by 
NIST in October 2012

• SHA-3 is a cryptographic hash 
function that is intended to 
complement SHA-2 as the approved 
standard for a wide range of 
applications

Designers: Guido Bertoni, Joan Daemen, 

Michaël Peeters, and Gilles Van Assche.



The Sponge Construction

• Underlying structure of SHA-3 is a scheme referred to by its designers 
as a sponge construction

• Takes an input message and partitions it into fixed-size blocks

• Each block is processed in turn with the output of each iteration fed 
into the next iteration, finally producing an output block

• The sponge function is defined by three parameters:
• f =  the internal function used to process each input block

• r =  the size in bits of the input blocks, called the bitrate

• pad =  the padding algorithm

https://en.wikipedia.org/wiki/SHA-3

https://en.wikipedia.org/wiki/SHA-3






SHA-3 Parameters 





SHA-3 
Iteration Function f



Step 
Functions 
in SHA-3 



Summary

• Applications of cryptographic 
hash functions
• Message authentication

• Digital signatures

• Other applications

• Requirements and security
• Security requirements for 

cryptographic hash functions

• Brute-force attacks

• Cryptanalysis 

• Hash functions based on 
cipher block chaining

• Secure hash algorithm 
(SHA)
• SHA-512 logic

• SHA-512 round function

• SHA-3
• The sponge construction
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SHA Collision

• https://blog.pcisecuritystandards.org/how-the-sha-1-collision-impacts-security-of-payments
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Collisions

• There is astonishingly large number of possible hashes 
available
• a 128-bit hash can have 3.4 x 1038 possible values, which is 

340,282,366,920,938,463,463,374,607,431,768,211,456 possible 
hashes 

• however large this number is, there are still a finite number of MD5 
outputs (2128) 

• But there are infinite number of possible inputs
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Collisions

•When different chunks of data produce the same hash 
value, this is known as a collision
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Collision Attacks
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MD5 is Considered Broken

• 2004
• Researchers from China has reported that they have found ways to reliably 

generate collisions in four hash functions

• Various groups of people have created demo showing that two different 
files with identical MD5 hash existed

• 2007
• Two executable files (with different behaviors) with the same MD5 hash 

could be created

• Reference: 
• http://www.mscs.dal.ca/~selinger/md5collision/
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Remarks

• Finding collisions does not mean that one can find the message, 
given its hash value

• In the web, resources exists for trying MD5 cracking / brute-forcing 
for the message, given its hash value 
• Search engine such as Google indexed random MD5 strings

• “Rainbow tables” are also assisting the MD5 cracking process

• e.g. md5crack at http://www.md5crack.com/home

• e.g. http://www.md5decrypter.co.uk/
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Problem

•A message digest can only help verify the data 
integrity, but does not authenticate the sender of 
the message
• Attacker could change the data, re-compute the hash, and 

the recipient would not know for sure whether it 
originates from the sender

• To provide message authentication, the sender (say Alice) 
needs to provide proof that it is Alice sending the 
message but not an attacker
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Possible Approaches to Message Authentication

• Authentication using conventional encryption
• Only the sender and receiver should share a key

• Message Authentication Code
• Also known as a keyed hash function

• Calculate the MAC as a function of the message and the key

• 𝑀𝐴𝐶 = 𝐹(𝐾,𝑀)

Remarks: The digest created by a cryptographic hash function is sometimes 
called a modification detection code (MDC)
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Message Authentication Code (MAC)

• Also known as a keyed hash function

• Typically used between two parties that share a secret key 
to authenticate information exchanged between those 
parties

Takes as input a secret key and a data block and produces a hash 
value (MAC) which is associated with the protected message

• If the integrity of the message needs to be checked, the MAC 
function can be applied to the message and the result compared 
with the associated MAC value

• An attacker who alters the message will be unable to alter the 
associated MAC value without knowledge of the secret key



MAC
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The security of a MAC depends on the security of the underlying hash 
algorithm



Example Use Case

• The message concatenated with its hash code is encrypted using 
symmetric encryption
• Need computational time to encrypt & decrypt the message M + size of M’s 

hash
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Example Use Case

• Only the hash code is encrypted using symmetric encryption
• Only encrypting the length of the hash result

• Message might be read during transmission
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Example Use Case

• Assumes that the two communicating parties share a 
common secret value S
• Need practical way to exchange the secret S

• Apply a hash function on message concatenated with S but 
no encryption
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Example Use Case

• Extend the previous method by encrypting the entire message plus 
the hash code
• Need time to do encryption / decryption
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HMAC

• HMAC (keyed-Hashing for Message Authentication) 
• a generic term for an algorithm that uses a keyless hash function and a 

cryptographic key to produce a keyed hash function
• The size of the output of HMAC is the same as that of the underlying hash function (128 bits 

for MD5 and 160 bits for SHA-1)

• e.g. if the hash function is SHA-1, it is known as HMAC-SHA1

• defined in RFC 2104

• online HMAC generator:
• http://www.asecuritysite.com/encryption/hmac 

• http://www.freeformatter.com/hmac-generator.html
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HMAC Block 
Diagram
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• 𝐵 is the byte-length 
of the blocks 
• 𝐵 = 64 when 

using MD5 / 
SHA-1

• 𝑏 = 8 × 𝐵
• ipad = the byte 

0𝑥36 repeated 
𝐵 times

• opad = the byte 
0𝑥5𝐶 repeated 𝐵
times.



HMAC Design Objectives

RFC 2104 lists the following 
objectives for HMAC:

To use, without 
modifications, 
available hash 

functions

To allow for easy 
replaceability of the 

embedded hash 
function in case faster 
or more secure hash 

functions are found or 
required

To preserve the 
original performance 
of the hash function 
without incurring a 

significant 
degradation

To use and handle 
keys in a simple way

To have a well 
understood 

cryptographic analysis 
of the strength of the 

authentication 
mechanism based on 

reasonable 
assumptions about 
the embedded hash 

function



Security of HMAC

• Depends in some way on the cryptographic strength of the 
underlying hash function

• Appeal of HMAC is that its designers have been able to prove an 
exact relationship between the strength of the embedded hash 
function and the strength of HMAC

• Generally expressed in terms of the probability of successful 
forgery with a given amount of time spent by the forger and a 
given number of message-tag pairs created with the same key



CMAC

•Cipher-based Message Authentication Code (CMAC) 
• an authentication algorithm defined by the NIST

• also called NIST-CMAC

• it is a keyed hash function that is based on a symmetric 
key block cipher, such as AES [NIST-AES]
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CMAC
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Digital Signature

• Why do we need it?

• http://searchsecurity.techtarget.com/definition/digital-signature
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Digital Signature

• Digital signature plays a significant role in e-Commerce

• It provides a feature of integrity, authenticity and non-repudiation of 
a message by using public-key encryption
• Remember, only you knows your own private key

• c.f. MAC 
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Digital Signature

• Operation is similar to that of the MAC

• The hash value of a message is encrypted with a user’s private key

• Anyone who knows the user’s public key can verify the integrity of 
the message

• An attacker who wishes to alter the message would need to know 
the user’s private key

• Implications of digital signatures go beyond just message 
authentication





Digital Signature

• A digital signature needs a public-key system.

• The signer signs with her private key; the verifier verifies with the 
signer’s public key.
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Digital Signature – How to

• Hashing + Encryption  Over the network
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Video Example

• https://www.youtube.com/watch?v=Rnn_HLtgJ2M
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Example Use Example

• The hash code is encrypted using public-key encryption with the 
sender’s private key
• Only signing, no message confidentiality
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Working with Encryption

• A digital signature does not provide confidentiality

• If there is a need for confidentiality / privacy, another layer of 
encryption/decryption must be applied
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Example Use Example

• Sign and encrypt 
• Remember the hybrid encryption approach?

• The encryption key can be a random session key to be encrypted with the 
receiver’s public key 
• So that only the receiver can decrypt
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RSA Digital Signature

• RSA keys:
• 𝑑 is private; 𝑒 and 𝑛 are public

• Sign on the message directly
• The signature is large in size
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RSA Digital Signature

• Sign on the hash of the message to reduce the size of the signature
• Security of the digital signature also depends on the strength of the chosen 

hash algorithm
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Other Digital Signatures

•There are other digital signatures scheme
• El Gamal digital signature

• Similar to the Diffie-Hellman scheme and it relies on the difficulty of solving 
the discrete logarithm problem

• Digital Signature Standard (DSS)
• United States government standard for authentication of electronic 

documents 

• Use the algorithm called Digital Signature Algorithm (DSA) which is a variant 
of El Gamal

• People dispute whether RSA digital signature is better than DSS or vice versa
• comparing speed in key generation, signing and verification

• Elliptic Curve Digital Signature Algorithm (ECDSA)
• a variant of the Digital Signature Algorithm (DSA) which uses elliptic curve 

cryptography.
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Your mission

Understand the concept of hashing

Understand the concept of MAC 

Understand the concept of digital signature
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