
1

EE3220 System on Chip Design

Team Based Learning (TBL) on

Secure SoC Design & Wi-Fi Hacking

Prof Patrick HUNG and Ray CC CHEUNG 

7 April 2025



3

Course Overview

▪ Lecture 1: Course Overview

▪ Lecture 2: Intro to Modern Microprocessor (CPU Architecture)

▪ Lecture 3: Embedded System Software (Software Architecture)

▪ Lecture 4: ARM Cortex-M4 (ARM Hardware)

▪ Lecture 5: From C to ARM Assembly (C Language, ARM Firmware)

▪ Lecture 6: Team Based Learning #1 (USB Firmware)

▪ Lecture 7: AAPCS (ARM Firmware)

▪ Lecture 8: Exceptions & Interrupts (ARM Firmware)

▪ Lecture 9: Intro to Verilog HDL & FPGA Design (HDL Design)

▪ Lecture 10: FPGA based SoC (FPGA based SoC)

▪ Lecture 11: SoC Integration & Emerging ISA (AMBA, RISC-V)

▪ Lecture 12: Team Based Learning #2 (Secure SoC Design & Wi-Fi Hacking)
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Team-Based Learning

▪ Each Team functions as a Research Group

▪ COLLABORATING with Other Members

▪ Solving Real-World Problems 

▪ Competing Against Other Teams

▪ Healthy Academic Competition

▪ Learning from EACH OTHER’S STRENGTH

▪ Sharing Insights

▪ Sharpening your Technical and Analytical Thinking

▪ Learning How to Present
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TBL: Secure SoC Design & Wi-Fi Security Hacking 

USB 3.0 WI-FI DONGLE SOC

Interfaces:  

• USB 3.0, Wi-Fi

Functions:

• USB 3.0 MAC 

• Wi-Fi- MAC 

• Security Engine

• Data Buffering

Examples:  

• Atheros AR9271, 

• Realtek RTL8188EUS 

• Realtek RTL8812AU

WI-FI ROUTER SOC

Interfaces: 

• Ethernet, Wi-Fi

Functions:

• Ethernet MAC 

• Wi-Fi MAC 

• Security Engine 

• Switching & Routing 

Examples:  

• Broadcom BCM6750 

• Broadcom BCM6764

• MediaTek MT7621
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TBL: Secure SoC Design & Wi-Fi Security Hacking 

ENCRYPTED TRAFFIC
WITH WEP PASSWORD

MONITOR 
ENCRYPTED TRAFFIC

TO HACK WEP PASSWORD
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TBL: Secure SoC Design & Wi-Fi Security Hacking 

▪ Step 1: 

▪ Listen to Video

▪ Step 2:

▪ Read Documents

▪ Step 3:

▪ Individual RAT

▪ Step 4:

▪ Team RAT

▪ Step 5:

▪ WEP Hacking

▪ Step 6:

▪ Presentation
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TBL: Secure SoC Design & Wi-Fi Security Hacking 

▪ Zoom Link:

• https://cityu.zoom.us/j/3735797590

https://cityu.zoom.us/j/3735797590
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