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Course Structure

Week 1: Security Fundamental
Week 2: Classical Cryptography (116 students)
Week 3: Number Theory & DES
Week 4: Secret-key Cryptography
Week 5: Public-key Cryptography 
Week 5: Quiz 1
Week 6: Hashing Algorithm
Week 7: PKI, SSL/TLS
Week 8: Web Security
Week 9: Wi-Fi & P2P Security
Week 10: Cloud Computing Security
Week 10: Quiz 2
Week 11: Smart-card Security 
Week 12: Blockchain Security Technology
Week 13: Secure-code, Trusted Hardware, Review 2



Lecture 3: Number Theory

• Number Theory

• Feistel Cipher Structure

• DES

3



Divisibility

• We say that a nonzero b divides a if a = mb for some m, where a, b, 
and m are integers

• b divides a if there is no remainder on division

• The notation b | a is commonly used to mean b divides a

• If b | a we say that b is a divisor of a

The positive divisors of 24 are 1, 2, 3, 4, 6, 8, 12, and 24
13 | 182; - 5 | 30; 17 | 289; - 3 | 33; 17 | 0



Properties of Divisibility

• If a | 1, then a = ±1

• If a | b and b | a, then a = ±b

• Any b ≠ 0 divides 0 

•If a | b and b | c, then a | c

•If b | g and b | h, then b | (mg + nh) for arbitrary integers m and n

11 | 66 and 66 | 198 = 11 | 198



Properties of Divisibility

• To see this last point, note that:
• If b | g , then g is of the form g = b * g1 for some integer g1

• If b | h , then h is of the form h = b * h1 for some integer h1

• So:
• mg + nh = mbg1 + nbh1 = b *  (mg1 + nh1 ) 

and therefore b divides mg + nh

b = 7; g = 14;  h = 63;  m = 3;  n = 2
7 | 14 and 7 | 63.
To show 7 (3 * 14 + 2 * 63),
we have (3 * 14 + 2 * 63) = 7(3 * 2 + 2 * 9),
and it is obvious that 7 | (7(3 * 2 + 2 * 9)).



Division Algorithm

• Given any positive integer n and any nonnegative integer a, if we 
divide a by n we get an integer quotient q and an integer 
remainder r that obey the following relationship:

a = qn + r 0 ≤ r < n; q = [a/n]
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Draw the same figure for a < 0?
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Euclidean 
Algorithm

• One of the basic techniques 
of number theory

• Procedure for determining 
the greatest common 
divisor of two positive 
integers

• Two integers are relatively 
prime if their only common 
positive integer factor is 1



Greatest Common Divisor (GCD)

•The greatest common divisor of a and b is the largest integer that 
divides both a and b

•We can use the notation gcd(a,b) to mean the greatest common 
divisor of a and b

•We also define gcd(0,0) = 0

•Positive integer c is said to be the gcd of a and b if:
•c is a divisor of a and b

•Any divisor of a and b is a divisor of c

• An equivalent definition is:

gcd(a,b) = max[k, such that k | a and k | b]



GCD

•Because we require that the greatest common divisor be 
positive, gcd(a,b) = gcd(a,-b) = gcd(-a,b) = gcd(-a,-b)

•In general, gcd(a,b) = gcd(| a |, | b |)

•Also, because all nonzero integers divide 0, we have 
gcd(a,0) = | a |

•We stated that two integers a and b are relatively prime if 
their only common positive integer factor is 1; this is 
equivalent to saying that a and b are relatively prime if 
gcd(a,b) = 1

gcd(60, 24) =  gcd(60, - 24) =  12  

8 and 15 are relatively prime because the positive divisors of 8 are 1, 2, 4, and 8, 
and the positive divisors of 15 are 1, 3, 5, and 15. So 1 is the only integer on both 
lists.







Euclidean Algorithm Example



Modular Arithmetic

• The modulus
• If a is an integer and n is a positive integer, we define a mod n to be the 

remainder when a is divided by n; the integer n is called the modulus

• Thus, for any integer a:

a =  qn +  r 0 ≤ r < n;  q = [a/ n]

a = [a/ n] *  n + ( a mod n)

11 mod 7 =  4; - 11 mod 7 =  3



Modular Arithmetic

• Congruent modulo n
• Two integers a and b are said to be congruent modulo n if (a mod n) = (b 

mod n)

• This is written as a = b(mod n)2

• Note that if a = 0(mod n), then n | a

73 = 4 (mod 23);   21 = - 9 (mod 10)



Properties of Congruences

•Congruences have the following properties:

1. a = b (mod n) if n (a – b)

2. a = b (mod n) implies b = a (mod n)

3. a = b (mod n) and b = c (mod n) imply a = c (mod n)

•To demonstrate the first point, if n (a - b), then (a - b) = kn for some k
•So we can write a = b + kn

•Therefore, (a mod n) = (remainder when b + kn is divided by n) = (remainder 
when b is divided by n) = (b mod n)

23 =  8 (mod 5) because 23 - 8 =  15 =  5 *  3

- 11 =  5 (mod 8) because - 11 - 5 = - 16 =  8 *  (- 2)

81 =  0 (mod 27) because 81 - 0 =  81 =  27 *  3



Modular Arithmetic

•Modular arithmetic exhibits the following properties:

1.  [(a mod n) + (b mod n)] mod n = (a + b) mod n

2.  [(a mod n) - (b mod n)] mod n = (a - b) mod n

3.  [(a mod n) * (b mod n)] mod n = (a * b) mod n

•We demonstrate the first property:

•Define (a mod n) = ra and (b mod n) = rb. Then we can 
write a = ra + jn for some integer j and b = rb + kn for 
some integer k

•Then:
(a + b) mod n = (ra + jn + rb + kn) mod n

= (ra + rb + (k + j)n) mod n

= (ra + rb) mod n

= [(a mod n) + (b mod n)] mod n



Remaining Properties:

• Examples of the three remaining properties:

11 mod 8 = 3; 15 mod 8 = 7

[(11 mod 8) + (15 mod 8)] mod 8 = 10 mod 8 = 2

(11 + 15) mod 8 =  26 mod 8 = 2

[(11 mod 8) - (15 mod 8)] mod 8 = - 4 mod 8 = 4

(11 - 15) mod 8 = - 4 mod 8 =  4

[(11 mod 8) *  (15 mod 8)] mod 8 =  21 mod 8 = 5

(11 * 15) mod 8 = 165 mod 8 =  5



Arithmetic Modulo 8



Multiplication Modulo 8



Additive 
and 
Multiplicative 
Inverse 
Modulo 8



Properties of Modular Arithmetic for Integers in Zn



Euclidean Algorithm vs. Extended EA

• Euclidean Algorithm is to find the greatest common divisor d.
• GCD (a, b) = d

• Extended Euclidean Algorithm
• a x + b y = d = GCD (a, b)

• Also find two additional integers x, and y, satisfying the above equation.

• Useful for finite field operations, and encryption algorithm, RSA.

• Example: input a, b = 240, 46
• Output d?

• Output x, y?
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Example

• GCD = 2, -9 * 240 + 47 * 46 = 2

• X, Y = -9, 47
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Extended Euclidean Algorithm Example

Result: d = 1; x = –111; y = 355

-111 * 1759 + 355 * 550 = 1 = GCD(1759, 550)



Prime Numbers

•Prime numbers only have divisors of 1 and itself 
•They cannot be written as a product of other numbers 

•Prime numbers are central to number theory

• Any integer a > 1 can be factored in a unique way as

a = p1
a1 * p2

a2 * . . . * pp1
a1

where p1 < p2 < . . .  < pt are prime numbers and where each ai is 
a positive integer

•This is known as the fundamental theorem of arithmetic



Primes Under 2000 



Fermat's Theorem

•States the following:
• If p is prime and a is a positive integer not divisible by p then

ap-1 = 1 (mod p)

•An alternate form is:
• If p is prime and a is a positive integer then

ap = a (mod p)

Example: 

Try 13^(3-1) = 1 (mod 3) & 15^(3-1) = 0 (mod 3)

Why?



Some Values of Euler’s Totient Function ø(n)

It counts the positive integers up to a given integer n that are relatively 

prime to n

the only positive integer that divides both of (a, b) is 1  co-prime

Example:

(21) = 3 * 7

Co-primes are:
1, 2, 4, 5, 8, 10, 
11, 13, 16, 17, 19, 20

Total: 12 of them.



Euler's Theorem

• States that for every a and n that are relatively prime:

aø(n) =  1(mod n)

• An alternative form is:

aø(n)+1 =  a(mod n)

Example: a = 13, n = 5, 13^4 = 1(mod 5)?

13^4 = 28,561 mod 5 = 1

Example: a = 15, n = 5, 15^4 = ? (mod 5)

15^4 = 50,625 mode 5 = 0

Important for RSA and 
other crypto standards!



Miller-Rabin Algorithm

•Typically used to test a large number for primality

•Algorithm is:

TEST (n) 

1. • Find integers k, q, with k > 0, q odd, so that (n – 1)=2kq ;

2. • Select a random integer a, 1 < a < n – 1 ;

3. • if aq mod n = 1 then return (“inconclusive") ;

4. • for j = 0 to k – 1 do

5. • if (a2jq mod n = n – 1) then return (“inconclusive") ;

6. • return (“composite") ;

A composite number is a positive integer that can be 
formed by multiplying two smaller positive integers.



Example

• If n = 29 is a prime number

• (n – 1) = 28 = 2^2(7)  k = 2, q = 7

• a = 10, 10^7 mod 29 = 17

• a = 2, 2^7 mod 29 = 12, 2^14 mod 29 = 28
• All inclusive results

• If n = 13 * 17 = 221, a composite number

• (n-1) = 220 = 2^2(55)  k = 2, q = 55

• a = 5, 5^55 mod 221 = 112 (return composite)

• a = 21, 21^55 mod 221 = 200 (return inclusive)

• From 2 to 219 for the number 221
• We have 21, 47, 174, 200, shows that the test is inclusive!
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Deterministic Primality Algorithm

•Prior to 2002 there was no known method of efficiently proving 
the primality of very large numbers

•All of the algorithms in use produced a probabilistic result

•In 2002 Agrawal, Kayal, and Saxena developed an algorithm that 
efficiently determines whether a given large number is prime

•Known as the AKS algorithm

•Does not appear to be as efficient as the Miller-Rabin algorithm



Chinese Remainder Theorem (CRT)

•Believed to have been discovered by the Chinese mathematician 
Sun-Tsu in around 100 A.D.

•One of the most useful results of number theory

•Says it is possible to reconstruct integers in a certain range from 
their residues modulo a set of pairwise relatively prime moduli

•Can be stated in several ways

Provides a way to manipulate (potentially very large) 
numbers mod M in terms of tuples of smaller numbers

• This can be useful when M is 150 digits or more

• However, it is necessary to know beforehand the 
factorization of M



Powers of Integers, Modulo 19 



Primitive roots of a prime number
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• All sequences end in 1.

• Some of the sequences are of length 18. We call them this number “a 
primitive root of the modulus 19.

• They are: 2, 3, 10, 13, 14, 15.

• Exercise: Try prime number 13.



Tables of Discrete Logarithms, Modulo 19 



Discrete Logarithm Example

• Log_2,19(2)

• 2^exp = 2 (mod 19), exp = 1

• Log_2,19(3)

• 2^exp = 3 (mod 19), exp = 13

• Log_3,19(2)

• 3^exp = 2 (mod 19), exp = 7

• Log_3,19(3)

• 3^exp = 3 (mod 19), exp = 1

• Calculator: https://www.alpertron.com.ar/DILOG.HTM
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Lecture 3: Number Theory

• Number Theory

• Feistel Cipher Structure

• DES
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Stream Cipher

Encrypts a digital data stream 
one bit or one byte at a time

Examples:

•Autokeyed Vigenère cipher

•Vernam cipher

In the ideal case, a one-time 
pad version of the Vernam
cipher would be used, in 
which the keystream is as 
long as the plaintext bit 

stream

If the cryptographic 
keystream is random, 
then this cipher is 
unbreakable by any 
means other than 
acquiring the keystream

•Keystream must be provided 
to both users in advance via 
some independent and 
secure channel

•This introduces 
insurmountable logistical 
problems if the intended 
data traffic is very large

For practical reasons the bit-
stream generator must be 

implemented as an 
algorithmic procedure so 
that the cryptographic bit 

stream can be produced by 
both users

It must be 
computationally 

impractical to predict 
future portions of the 
bit stream based on 

previous portions of the 
bit stream

The two users need 
only share the 

generating key and each 
can produce the 

keystream



Block Cipher

A block of plaintext 
is treated as a 

whole and used to 
produce a 

ciphertext block of 
equal length

Typically a block 
size of 64 or 128 

bits is used

As with a stream 
cipher,  the two 

users share a 
symmetric 

encryption key 

The majority of 
network-based 

symmetric 
cryptographic 

applications make 
use of block ciphers





Block Ciphers

• So many choices!
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Encryption and Decryption Tables for Substitution Cipher 



Feistel Cipher

• Feistel proposed the use of a cipher that alternates substitutions and 
permutations

• Is a practical application of a proposal by Claude 
Shannon to develop a product cipher that alternates 
confusion and diffusion functions 

• Is the structure used by many significant symmetric 
block ciphers currently in use

•Each plaintext element or group of elements is 
uniquely replaced by a corresponding ciphertext
element or group of elements

Substitutions

•No elements are added or deleted or replaced 
in the sequence, rather the order in which the 
elements appear in the sequence is changed

Permutation 



Feistel Cipher Structure

• Use substitutions and permutations (or transposition) 
approaches similar to the classical cryptography
• The idea rooted from Shannon’s paper “Communication Theory of 

Secrecy Systems” in 1949

• http://www3.alcatel-lucent.com/bstj/vol28-1949/articles/bstj28-4-
656.pdf or http://netlab.cs.ucla.edu/wiki/files/shannon1949.pdf

• The process will be repeated or iterated for a number of 
rounds, e.g. 16 rounds

• Reading Exercise: Shannon’s paper
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Diffusion and Confusion

• Terms introduced by Claude Shannon to capture the two basic 
building blocks for any cryptographic system
• Shannon’s concern was to thwart cryptanalysis based on statistical analysis

• The statistical structure of the plaintext is dissipated into long-range statistics of the 
ciphertext

• This is achieved by having each plaintext digit affect the value of many ciphertext digits

Diffusion

• Seeks to make the relationship between the statistics of the ciphertext and the value of 
the encryption key as complex as possible 

• Even if the attacker can get some handle on the statistics of the ciphertext, the way in 
which the key was used to produce that ciphertext is so complex as to make it difficult to 
deduce the key

Confusion





Feistel Cipher Structure

•A block cipher is one in which a block of plaintext is 
treated as a whole and used to produce a ciphertext
block of equal length
• e.g. block sizes of 64 or 128 bits are commonly used

• Virtually all conventional block encryption algorithms 
have a structure first described by Horst Feistel of IBM 
in 1973

• The realization of a Feistel Network depends on the 
choice of a number of parameters and design features 
(see next slide)
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Feistel Cipher Design Features

• Block size
• Larger block sizes mean greater 

security but reduced 
encryption/decryption speed for a 
given algorithm

• Key size
• Larger key size means greater security 

but may decrease 
encryption/decryption speeds

• Number of rounds
• The essence of the Feistel cipher is 

that a single round offers inadequate 
security but that multiple rounds 
offer increasing security

• Subkey generation algorithm
• Greater complexity in this algorithm 

should lead to greater difficulty of 
cryptanalysis

• Round function F
• Greater complexity generally 

means greater resistance to 
cryptanalysis

• Fast software 
encryption/decryption
• In many cases, encrypting is 

embedded in applications or 
utility functions in such a way as 
to preclude a hardware 
implementation; accordingly, 
the speed of execution of the 
algorithm becomes a concern

• Ease of analysis
• If the algorithm can be concisely 

and clearly explained, it is easier 
to analyze that algorithm for 
cryptanalytic vulnerabilities and 
therefore develop a higher level 
of assurance as to its strength



Feistel Cipher Structure

•What we need to prepare ourselves?
• Be prepared to handle binary number

• E.g. ‘A’ is 1000001 (in ASCII representation)

• Get familiar with the operation XOR (or )
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Feistel Cipher Structure

• Representative of one round:
• The block will be split into two portions: Left (L) and Right (R)
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Feistel Example



Block Cipher Design Principles:
Number of Rounds

The greater the 
number of rounds, 
the more difficult it 

is to perform 
cryptanalysis

In general, the 
criterion should be 
that the number of 
rounds is chosen so 

that known 
cryptanalytic efforts 

require greater 
effort than a simple 

brute-force key 
search attack

If DES had 15 or 
fewer rounds, 

differential 
cryptanalysis would 
require less effort 
than a brute-force 

key search



Block Cipher Design Principles:
Design of Function F

•The heart of a Feistel 
block cipher is the 
function F
•The more nonlinear F, 

the more difficult any 
type of cryptanalysis
will be
•The SAC and BIC 
criteria appear to 
strengthen the 
effectiveness of the 
confusion function

Strict avalanche 
criterion (SAC)

States that any output bit 
j of an S-box should 

change with probability 
1/2 when any single 

input bit i  is inverted for 
all i , j

Bit 
independence 
criterion (BIC) 

States that output bits j
and k  should change 
independently when 

any single input bit i  is 
inverted for all i , j , and 

k 

The algorithm should have good  
avalanche properties



Block Cipher Design Principles:
Key Schedule Algorithm

• With any Feistel block cipher, the key is used to generate one 
subkey for each round

• In general, we would like to select subkeys to maximize the 
difficulty of deducing individual subkeys and the difficulty of 
working back to the main key

• It is suggested that, at a minimum, the key schedule should 
guarantee key/ciphertext Strict Avalanche Criterion and Bit 
Independence Criterion
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Lecture 3: Number Theory

• Number Theory

• Feistel Cipher Structure

• DES
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Encryption Algorithms

•Data Encryption Standard (DES)
• The most widely used encryption scheme until early 2000’s

• The algorithm is reffered to the Data Encryption Algorithm (DEA)

• DES is a block cipher

• The plaintext is processed in 64-bit blocks

• The key is 56-bits in length
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DES

•The overall processing at each iteration:
• Li = Ri-1

• Ri = Li-1  F(Ri-1, Ki)

•Concerns about:
• The algorithm and the key length (56-bits)

• Considered broken
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Data Encryption Standard (DES)

• Issued in 1977 by the National Bureau of Standards (now NIST) as 
Federal Information Processing Standard 46

• Was the most widely used encryption scheme until the introduction 
of the Advanced Encryption Standard (AES) in 2001

• Algorithm itself is referred to as the Data Encryption Algorithm 
(DEA)
• Data are encrypted in 64-bit blocks using a 56-bit key

• The algorithm transforms 64-bit input in a series of steps into a 64-bit 
output

• The same steps, with the same key, are used to reverse the encryption





DES 
Example

Note: DES subkeys are shown as eight 6-bit values in hex format



Avalanche Effect in DES: Change in Plaintext 



Avalanche Effect in DES: Change in Key 



Average Time Required for Exhaustive Key Search 



Strength of DES

•Timing attacks
• One in which information about the key or the 

plaintext is obtained by observing how long it takes a 
given implementation to perform decryptions on 
various ciphertexts
• Exploits the fact that an encryption or decryption 

algorithm often takes slightly different amounts of time 
on different inputs
• So far it appears unlikely that this technique will ever 

be successful against DES or more powerful symmetric 
ciphers such as triple DES and AES



DES in Java

• http://www.java2s.com/Code/Java/Security/EncryptingaStringwithDES.htm
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Triple DES

•Use three keys and three executions of the DES 
algorithm (encrypt-decrypt-encrypt)

•C = ciphertext
•P = Plaintext
•EK[X] = encryption of X using key K
•DK[Y] = decryption of Y using key K

•Effective key length of 168 bits

C = EK3[DK2[EK1[P]]]
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Triple DES
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Other Symmetric Block Ciphers

• International Data Encryption Algorithm (IDEA)
• 128-bit key

• Used in PGP

•Blowfish
• Easy to implement

• High execution speed 

• Run in less than 5K of memory
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Other Symmetric Block Ciphers

• RC5
• Suitable for hardware and software
• Fast, simple
• Adaptable to processors of different word lengths
• Variable number of rounds
• Variable-length key
• Low memory requirement
• High security
• Data-dependent rotations
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Summary

• Divisibility and the division algorithm

• The Euclidean algorithm
• Greatest Common Divisor

• Finding the Greatest Common Divisor

• Modular arithmetic
• The modulus

• Properties of congruence

• Modular arithmetic operations

• Properties of modular arithmetic

• Euclidean algorithm revisited

• The extended Euclidean algorithm

• Prime numbers

• Fermat’s Theorem

• Euler’s totient function

• Euler’s Theorem

• Testing for primality
• Miller-Rabin algorithm
• A deterministic primality

algorithm
• Distribution of primes

• The Chinese Remainder Theorem

• Discrete logarithms
• Powers of an integer, modulo n
• Logarithms for modular 

arithmetic
• Calculation of discrete 

logarithms



Summary

• Traditional Block Cipher 
Structure
• Stream ciphers

• Block ciphers

• Motivation for the Feistel
cipher structure

• Feistel cipher

• The Data Encryption 
Standard (DES)
• Encryption

• Decryption

• Avalanche effect

• The strength of DES
• Use of 56-bit keys

• Nature of the DES algorithm

• Timing attacks

• Block cipher design principles
• Number of rounds

• Design of function F

• Key schedule algorithm



Lecture 3: What you have learnt?

• Feistel Cipher Structure

• DES

• Number Theory
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Your mission

• Understand classical cryptography

• Build up the interests

• Get ready for upcoming Homework #1

82


