EE 4215 –Security Technology – Spring 2018/19 
Assignment 1 – Due date: February 17, 2019 – mid-night 
Electronic submission only on Canvas
Name: ________	Date: _2/7/2019__
[bookmark: _GoBack]Student ID: _________	Mark: _______________


Submission guidelines:

· Please prepare your assignment in “PDF” format.
· For observe the departmental rules for late submission (i.e. 50% deduction per day).

Security Management

1) To save cost, your company is going to use Google Apps Email to replace your company’s email server. Perform a risk assessment by identifying assets, threats, vulnerabilities and their impact and likelihood of occurrence, possible countermeasures/controls.

Based on your risk assessment, would you recommend your company to switch to Google Apps Email service? Why?

Assets: confidential emails between the company and business partners and internal email

Threats: 
1. Google stuffs spy the email content 
2. delete of email is incomplete

Vulnerabilities: 
1. Backdoors in the Google Apps Email
2. Zero-day attack on Google Apps Email’s system

Impact: Disclosure of confidential plans of the company business, such as the resources allocation, hidden cooperation with other companies. These can cause Moderate level of impact as it has a serious adverse effect on organizational operations.

Likelihood of occurrence: not very likely to happen since Google seems to be a firm with good reputation but can induce great harm once happened

Possible countermeasures: 
1. Delete the email after seen and backup it locally 
2. Enhancing access control so that even some accounts with low right are hacked, emails with high confidentiality can still be safe    

I would not recommend replacing the original system with google apps email. The involvement of the third party such as google stuff may harm the security.

2) Describe in your own words the definition of the following key security terminologies:
a) Passive attack,

		An action that an unauthorized entity intends to intercept or obtain data during the data transmission

b) Active attack,

		An action that an unauthorized entity intends to modify the content of the message or conduct fabrication during the data transmission

c) Access control,
		
		To separate the access rights of different authorized entities into different levels. The access scope is subjected to the access right of the corresponding entity

d) Data confidentiality,

		It refers to preventing the content of data is obtained by any unauthorized entity during the transmission

e) Data Integrity,
		
		It refers to preventing the content of data is modifies by any unauthorized entity during the transmission

f) non-repudiation.
		
		It means the receiver and the sender can’t deny that they received / sent the message and both of them can prove the message is really sent or received by the other side


Technical Tools

3) DES question – Please visit this URL:
https://www.tools4noobs.com/online_tools/encrypt/
For the plaintext, please key-in “EE4215” as the input data, for the key, please enter your student ID.
a) What is the resulting ciphertext (in Hexadecimal)? How many bytes are there and why?

The result is c83b7844c9de52d6, and there are 8 bytes. The DES restricts the output must have 8 bytes as it is a block cipher which will return ciphertext blocks of the same size as the plaintext.

b) Briefly describe what computations have been involved.

Key computations
The 64 bits key will undergo a compression permutation (p-box) and reduced to 56 bits.
This 56 bits key will generate 16 subkeys (Ki where 0 < i <= 16) by performing left shift.
These 16 subkeys will further be compressed to 48 bits by permutation.

Message computations
The message goes through an initial permutation (p-box).
The plaintext is then split into two blocks, Left block (L) and Right block (R), with 32 bits each. 
R is then expanded to 48 bits. Key mixing is then performed. Xor operation is conducted with the subkey (Ki).
It will then be reduced to 32 bits (8 6-bit S-box) and undergo permutation.
The result word will perform Xor again with L.
The resultant will be the next R and the original R will be the new L
This process will be looped for 16 times under the feistel structure (Ri = Li-1 Xor f (Ri-1, Ki)).
Swap L and R.
Finally, permutation is conducted to reorder their position.


4) Get familiar with the tool Openssl (http://www.openssl.org/).
a) Give a screen dump to show that you can have installed the package by running the command
openssl version -a
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b) The following ciphertext was captured and it was suspected that it was encrypted with DES and the key is “pass” (without the quote “ “):
U2FsdGVkX18ztmw81FTK/c+jAf8xtcZdIpesuV2PLDM=

Find the plaintext using Openssl and provide a screen-dump as evidence in this assignment.

The plaintext is hello world.
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5) Based on the Sage example in the lecture notes about CaesarEncrypt()  and CaesarDecript(), in this question, you need to write a brute force attack function on Sage that can decrypt any Caesar ciphertext.

def BruteForceAttack(ciphertext):
    for key in range(26):
        for letter in cipherText:
            remain = ord(letter)
            if 'a' <= letter <= 'z':
                remain -= key
                if remain < ord('a'):
                    remain += 26
            elif 'A' <= letter <= 'Z':
                remain -= key
                if remain < ord('A'):
                    remain += 26
            print(chr(remain), end='')
        print()

For the output of this function, you are expected to handle ciphertext for any length, and output all the possible plaintext.

What would be the original plaintext of this ciphertext? “y byau heej ruuh vbeqji.”

i like root beer floats.
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Mathematics
6) Classic cipher question – Vigenere cipher Given the following ciphertext:
COGMEIKQGRDAQXNBFFGCWCVDDNDBQEVTBDVULGHIEAB

Find the key that yields the following plaintext: (throw away the blanks) MR MUSTARD WITH THE CANDLESTICK IN THE HALL

Key: QXUSMPKZDVVHJEGXDFTZLYDKVLTTDLOPUDKJ

7) Use the extended Euclidean algorithm, find the multiplicative inverse of: a) 1234 mod 4321

	1234(-3) mod 4321 = 619
	1234(4) mod 4321 = 615
	1234(-7) mod 4321 = 4
	1234(1075) mod 4321 = 3
	1234(-1082) mod 4321 = 1
	
	Ans: -1082

b) 550 mod 1769
	
	550(-3) mod 1769 = 119
550(13) mod 1769 = 74
550(-16) mod 1769 = 45
550(29) mod 1769 = 29
550(-45) mod 1769 = 16
550(74) mod 1769 = 13
550(-119) mod 1769 = 3
550(550) mod 1769 = 1

Ans: 550


~ END ~
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\Usershkewonecho U2FsdGVKE 18ztmi8 IFTK/c+jAf8xtcZdI pesuV2PLDE= | openssl enc -base6d -d | openssl des -d
ARNING: can't open config fil /0penSSL/openss].cnf

ARNING: can't open config fil /0penSSL/openssl.cnf

enter des-cbc decryption passwor
hello world
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v byau heej ruuh vbeqji.

The folloving are all the possible plaintexts
y byau heej ruuh vbeqi i.
x axzt gddi qttg uadpih.
zvys foch pssf tzcohg.
VKT ebbg orre sybngf.
xwig daaf nqgqd rxanfe.
wtvp czze wppc quzled.
vzu0 byyd loob pyykde.
urtn axxc kana ouxjch.
tqsn zvwb jmnz ntwida.
sprl yvva illy nsvhaz.
rogk xuuz hkkx lruszy.
anpj wity gijv katfyx.
pnoi vssx Tiiv jpsexv.
olnh urrv ehhu iordvy.
nkng tqqv dggt hngevn.
njlf sppu cffs zupbut.
like root beer floats.
khid quns addg eknzst.
jgic pmar zccp djnyrq.
ifhb ollq ybbo cilxap.
hega nkkp xaan bhkwpo.
gdfz njjo vzzn agjvon.
fcey liin vyyl zfiunn.
ebdx kithn wk yehtnl.
dacw jezl twvj xdgslk.
czby iffk svvi wefrkj.
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:\Usersikevon-openssl version -a

ARNING: can't open config file: C:/OpenSSL/openssl.cnf

penSSL 1.0.2j-fips 26 Sep 2016

built on: reproducible build, date unspecified

platforn: ningwéd

options: bn(64,64) rcd(16x,int) des(idx,cisc,2,long) idea(int) blowfish(idx)

compiler: /mingw/binfgcc.exe -I. -1.. -1../include -DZLIB -DOPENSSL_THREADS -D_MT

-DDSO_WIN32 -DOPENSSL_SSL_CLIENT ENGINE_AUTO=capi -DOPENSSL_CAPIENG_DIALOG -DWINVER]
0x0501 -D_WIN32_WINNT=0x0501 -D_WIN32_IE=0x0501 -DL_ENDIAN -Wall -DWIN32_LEAN_AND.
EAN -DUNICODE -D_UNICODE -02 -pipe -mms-bitfields -fno-builtin -march=core2 -mtunef
core2 -DOPENSSL_TA32_SSE2 -DOPENSSL BN_ASH_MONT -DOPENSSL_BN_ASH MONTS -DOPENSSL_BY
|_ASH_GF2n -I/mingw/include -DRC4 ASH -DSHA1 ASM -DSHA256 ASM -DSHAS12_ASH -DMDS_AS]
-DAES_ASH -DVPAES_ASM -DBSAES_ASM -DWHIRLPOOL_ASH -DGHASH_ASM -DECP_NISTZ256_ASH
PENSSLDIR: "C:/OpenSSL"





